OOrpyHTyBaHHS TEXHIIHUX Ta SIKICHHX XapAKTEPHCTUK NPeAMeTa 3aKyHiBIi, po3mMipy
0X0/:KeTHOTr0 MPH3HAYEHHS, 0YiKyBaHOI BapToCTi IpeMeTa 3aKymniBai y 2024 poui:
"JIK 021:2015 " Caunmii 3akyniseasauii cioBHuk": 48760000-3 IakeTn mporpaMHoro
3a0esneyenns s saxucry Bix Bipycis (Ilocayru y eepi indopmaruzanii (IocTawanus
HIPOrpaMHol MPOXYKIil /ISl AHTHBIPYCHOI0 3aXHCTy (MOHOBJICHH)))"

Texuiuni BUMorn
Ha 3akynismo: "JIK 021:2015: 48760000-3 TTakeTs mporpaMHOro 3a6e3MeueH s AT 3aXKCTy Bix
Bipycis ([lociyru y cdepi impopmarmsanil (ITocTavanns nporpamMHoi MPOJIyKITil JUI aHTHBIPYCHOTO
3aXUCTY (IIOHOBJIEHHS)))"

3aranpHI BUMOTH Ta OpraHi3allifini 3acaqy 3a0e3MedeHHs 3aXKCTy JAepiKaBHUX iH(OPMAIUHIX
pecypcis abo indopmartii, BAMOra Mmoo 3aXMCTy SKOi BCTAHOBIEHA 3aKOHOM, BU3HAueHi [IpaBunamu
3a0e3lieueHts 3aXUCTy indopmamil B  iHbOpManifHUX, eNEKTPOHHUX KOMYHIKAUifHMX Ta
iHbOpMalifiHO-KOMYHIKAIlIHHAX ~CHCTeMaX, 3aTBEP/KCHHMH IIocTaHoBoro Kabimery MinicTpis
Yxpainu Bix 23.03.2006 No 373, Ta BKIFOUAIOTH HEOOXIAHICTh 3a6e3meueH s 3aXuCTy iHpopMarii Bix
HECAHKIIOHOBAHUX Milf, y TOMY YHCIi BiX KOMII'FOTEPHHX BipyciB. MeToamuni peKoMeHparii momo
3abe3neveHnss Kibep3axuCTy aBTOMATH30BAHUX CHCTEM YIPABIIHHS TEXHOJOTIYHMMH IIPOLIECAME
3aTBCP/DKCHI HakasoM AjMinicTpanii JlepskaBHoT ciyKOH CrIenianbHOTO 3B'A3Ky Ta 3aXUCTy iHpopMarii
Yxpainu Big 29.05.2023 Ne 463.

Y4acHHUK MOBHHEH NMOHOBHTH JILEH3I0 Ha MPAaBO KOPUCTYBAHHS MPOTPAMHOI0 NPOIYKILEO VISt
AHTHBIPYCHOTO 3aXMCTy poOoumx craHmiif Ta cepBepie ESET PROTECT Entry 3 nokanpHuM
YIPaBIiHHAM, sKe Oy/Ie BUKOPHCTOBYBATHCS Y KOPIOPATHBHIN Mepeski 3aMOBHUKA.

Ilepenik mporpaMHHMX MpPOAYKTiB, sKi BXOMSITH OO CKJIay KOMIUIEKCHOro pimenHs ESET
PROTECT Entry 3 noKaJlpHHM YHOpaBIiHHAM, Ta €KCIEPTHI BHCHOBKH JlepiKCHEI3B'A3KY, IO
MIATBEP/UKYIOTh  BiAMOBiAHICTe MNpomykToBoi JiiHiKku ESET HOpMATHBHMM JIOKyMEHTaM, SIKi
PErIaMeHTYIOTh BHMOTHM 10 3aco0iB  TEXHIYHOro 3axucTy iHopManii, sKi BCTAHOBIICHO
3aKOHOJABCTBOM Y KpaiHu, po3MinieHi Ha odimitHoMy BebcailTi KoMIaHii-po3poOHHUKA 32 TOCHIAHHSIM:
https://www.eset.com/ua/about/why-eset/experts.

Jlinensifini xmo4osi Qaiiny MOBHHHI MaTH MOMIHBICTB BiacTpoukw axrtuparii. Tepmin nif
minensii — 1 pix, HOYMHAIOYH 3 MOMEHTY aKTHBAI] JIEH31HHOr0 KiIoYa.

Y4acHUK rapaHTye BUCOKHE piBeHb IiATPUMKH HPOrPaMHOI MPOIYKIi BUPOGHUKOM BIPOIOBIK
CTPOKY [il JILeH3Il | HasBHICTH Ha TepuTOpil YKpaiHH aBTOPH30BAHOIO BUPOGHHKOM YKPaiHCHKOTO
LEHTPY TEXHIYHOI MATPUMKH Ta HATAHHS TEXHIYHOI IiTPUMKH BiMOBIIHO O HACTYITHHUX BEMOT':

— obcimyroByBanHA 24Xx7x365 - 24 romunu Ha m00y, 7 IHIB Ha TIDKICHB, 365 IHIB Ha piK,
BK/IIOYAr0O4H CBSATKOBI, BUXiTHI Ta HepoOoui aHi, Hino1060B0;

—  PO3IIMPEHi TeXHIYHI KOHCYbTaNi] 3 TUTaHL KOH(Irypanil Ta pyHKIioHyBaHHS aHTHBIPYCHOT
IPOrpamMHoOl MpOXyKLii Mo TenedoHy (3 MOXIIHMBICTIO 3B’S3Ky 3 TEXHIUYHHMH CIEIlialicTaMy [0
MicreBoMmy Tene(oHy 6e3 BUKOPHCTAHHS IIOCIYT MIKHAPOIHOTO TesleOHHOTO 3B'513KY) Ta EJIEKTPOHHIH
IIOIIITI;

—  BWI3J iH)XeHepa Ha MicIle po3TanryBaHHs 3aMOBHUKA y BUNAIKaX 36018 poGOTH aHTHBIPYCHOT
IIPOrpaMHOI MPOIYKIIil.

Tepmin i Texniunoi marpumkn — 1 pik, MOYMHAIOUM 3 MOMEHTY aKTHBAII JIIEH3iiiHOro KIoua



IIpuiiMaHHS IPOrpaMHOI MPOAYKIUT 3 HCHIOEThCS 32 anpecoro Jlepaxkcraty (01601, M. Kuis, Byi1.
Illora Pycraseni, 3) nuIssxoM miamucanss AKTy IpUAMaHHsI-TIepeaadi.

Kinbkicts 06°€xTiB 3aXHCTy Ta HafiMeHyYBaHHS POrpaMHOI POAYKIT HaBeaeHa y Tabnui 1:

Tabmuus 1
Ne HaiimenyBauns * Kinekicrn,
of1.
1. | Iporpamua mponyxuis ESET Protect Entry 3 noxagsHUM yrpasItisssM, 1
IIOHOBJICHHSL, Ha 1 pik, i 3axucty 5158 06'extiB (pobodi craHmii Ta
CepBepH)

*IHOCHJIAHHSI HA KOHKDPETHY TOPriBe/IbHY MapKy IOB’si3aHe 3 HeoOXiIHICTIO MOHOBJIEHHS
JineHsii HassBHOT y 3aMOBHHUKA IPOrpamMHOT POy KIIii.

3arajbHi BUMOTH:

— 3aranpHa KUIbKiCTh 00’ €KTiB 3axucty 5158 ox.;

— 3a0e3mevenHs aHTUBIPYCHOTO 3aXUCTY KOMIT'FOTEpiB (poGoUmx CTaHIil) Ta cepBepiB;

— 3a0C3IICYCHHs IEHTPATi30BAHOIO YIPABIIHHS, WO JO3BOTHTH YIPABIATH 3aXHUCTOM i
KOHTPOIIIOBATH CTaH aHTUBIPYCHOI O€3MEeKH B KOPIIOPATUBHIN MEPEKi;

— HAasBHICTB iHTepdelicy Ta JoKyMeHTauil IporpaMHoi MPOAYKIil yKpaiHCHKOMO Ta aHTIIHCHKOIO
MOBaMU;

— 3abe3reueH s MOXIIMBOCTI OHOBJICHHS aHTHBIPYCHUX 623 IPOrPaMHOTO IIPOJYKTY 3 BeOcauTy
Lentpy antusipycnoro saxucty indopmauii lepskenenss’a3ky Ykpainu (http://cazi.gov.ua);

— 3a0C3NEYCHHS PEryJSIPHOTO, IOJIEHHOTO HAJaHHS OHOBJICHD AHTUBIPYCHHX 0a3 mpoTsrom 1
POKYy.

3anpornonoBaHe pIilIEHHS Mae BiANOBITATH HACTYIHHM OGOB'S3KOBHM GYHKITIOHATTEHIM

BUMOTaM:

Ne DyHkumionas 3axuery Bumoru
3/m poGo4ol cTanmii
1. BcTaHOBNICHHS TporpaMuol | - OKpEeMHUH IHCTANAIIMHUY [TaKeT, IKUil J03BOJISE
IPOMYKIT BCTAQHOBJIFOBATH KJII€HTA Y “PYYHOMY” pe:KHMI.
2. 3IifiCHEeHHS aHTUBIPYCHOTO | - IEpEBIPKa 3a PO3KIIAZIOM 1 Ha BUMOT'Y 3a
3aXHUCTY JIOIIOMOTOI0 aHTUBIPYCHUX 0a3 JaHUX;

- 3a0€3MEYEHHS 3aXUCTy B PEXKIMI PEATLHOTO Jacy;
- MO>/INBICTh CKaHYBaHHs (GaliliB Iij1 yac 3amycKy
CHCTEMH;

- MO>KJIMBICTE 3/ ICHIOBATH IIEPEBIPKY
3aBaHTAXYBAJIbHUX CEKTOPIB HA HAsBHICTH BipyCiB y
TOJIOBHOMY 3aBaHTa)yBaJbHOMY 3aIlUCi, B TOMY YHCII y
inrepdeiici UEFI,;

- BUKOPUCTAHHS TEXHOJIOTIH MalTHHHOIO HABYAHHS
I1/] Yac NEPBUHHOIO aHATi3y Bi/paBIennx (aitiis;

- 3aXHUCT BiJl IPOrpaM-BUMarayis;




3/11

DyHKIiOHAJ 3aXHCTY
pofo4ol craHmii

Bumorn

- MOJyJb 3aXUCTY ToKyMeHTiB Microsoft Office, mo
Jla€ MOKJIMBICTh NIEPEBIPATH MAKPOCH Ha HasBHICTH
3JI0BMHCHOTO KOJIY;

- CKaHyBaHHS KOMII'IOTE€pa y HEAKTUBHOMY CTaHi;

- CKaHyBaHHS B ONIEPATUBHIN maM’sITi 00’ €KTIB, 10
3HAXOMSTHCS Y 3aIIaKOBAHOMY CTaHi;

- CKaHyBaHHS apXiBiB;

- €BPUCTUYHUH aHAIII3ATOD;

- BUSBJICHHS IIIUTyHCBKOTO [13;

- BUSIBJICHHSI PYTKHUTIB;

- nepeBipKa CKPHUIITIB;

- 3aXMCT B1JI €KCILIONTIB, KU 3a0e31euye 3aXucT
BiJI 3arpo3, 3JATHUX BUKOPUCTOBYBATH Ypa3IUBOCTI Java,
Flash ta inmux nogaTkis;

- MOXKJIUBICTB IIEPEBIpKU NPOTOKOITY SSL K B
aBTOMATUYHOMY, TaK 1 B IHTEPAKTHBHOMY PEXHMMaX;

- nepeBipka AIHCHOCTI Ta ITiCHOCTI cepTrdikaTin
SSL-Tpadiky Ta MOKIHBICTH KEPYBATH CIMCKAMH
JOBipeHUX cepTHdikaTiB Ta cepTU(ikaTiB, BUKIFOUEHHIX 3
IIEPEBIPKH, a TAKOX MOXKIIMBICTH BUOOPY [l Iipu
BU3HAUCHHI cepTUdiKaTa HeII0YNM, HEBU3HAYEHUM ab0
HOLIKOJDKEHUM.

3abe3neueHHs MEPEKEBOTO
3aXUCTY

- HAasBHICTB [IEPCOHATBHOIO Opanamayepa, aKuif
MICTHUTb B c001 MaiicTep st CTBOPEHHS [IPABHIL
OpanMayepa Ta peJakTop 30H Ta IIPaBHIT;

- MOJKJIMBICTH CTBOPIOBATH JUTSI IEPCOHATIBEHOIO
Opanamayepy pizHi mpodiii , siKi MOKYTh aBTOMATHYHO
NEPEKITIOYATUC, B 3AJICKHOCTI BIJ{ TOTO, O SIKOT MEPEXKI
HiIKITIOYCHO KOMIT'FOTED;

- HasBHICTb CHCTEMU BUSIBIEHHS BTOprueHs (IDS) 3
METOIO BUSABJIEHHS PI3HUX THITIB MOXXIIMBAX MEPEKEBHX
aTakK Ha KOMII IOTep;

- HasABHICTb TEXHOJIOTII, sika 3abe3Meuye 3aXucT Bif
3arpo3 Tuny "0oTHeT";

- 3aXMCT YyPa3IIUBOCTENH MEPEKEBOr0 IPOTOKOIY, L0
TIOKPAIIy€ BUABIICHHS 3arpo3, sIKi BUKOPHCTOBYIOTh
HEIOJIKK MEPEeKEBUX MTPOTOKOJIB, Takux sk SMB, RPC,
RDP Tomo.

3abe3neueHHs 3aXHUCTy
€JIEKTPOHHOI IOIITH

- nepesipka nomrosoro Tpadiky (POP3, POP3S,
SMTP, IMAP ta IMAPS);

- NEepEeBipKa IIOIITOBUX BKJIAJEHE T 3aXHCT BiJl
cramys,

- MO>KJIUBICTh aBTOMATHYHO BHUAAIATH a00
IepeMIlllyBaTH 3apakeHy IOIITY 10 BKa3aHOTrO KaTaaory y
IIOIITOBOMY KJII€HTI.

- HasBHICTh MOJIYJISI 3aXUCTY BiJl criamy (BacHOI
PO3pOOKH) 3 MOMKIJIMBICTIO IHTErPaLil 0 IOIITOBOTO
KJLeHTY. MOXKIHBICTh BHKOPHCTOBYBATH 6171 Ta 9opHi




DyHKIioHAJ 3aXHCTy
pobovoi craHmii

Bumoru

CIIMCKH SIK KOPUCTYBAIBHUIIBKI, TaK 1 II06abH,
iHdopMaLis 10 SKUX HAJXOIHTH 3 CEPBEPIB OHOBJICHHS.

Beb6-xoHTpOINH

- nepesipka HTTP, HTTPS tpadixky;

- BUSBIIEHHS Ta OJIOKYBaHHS JOCTYILY JIO
HEOE3TEeYHNX CalTIB;

- dbopmyBaHHS 703BONIEHNX\3a00pOHEHMX\
BHUKJIIOYEHHUX 3 [IEPEBIPKU NEPETTiKiB CAlTIB;

- HAasBHICTb MOJYJIS BeO-KOHTPOJIIO, IO A€ MOKIUBICTD
0OMeXyBaTH IOCTYII O MIEBHUX KaTeropii caiTis.
HasBricTs Ginbie 25 xareropiit ¢pineTpanii, B sKux
posnopineHi 6inbmm Hix 100 migkareropiit. MoxmBicTs
CTBOPIOBATH I'PYIIH 3 KATETOPii Ta MigKaTeropiii.
MosKHMBICTE CTBOPIOBATH IpaBuIIa (GiIbTpamii A1 pisHUX
kopuctyBauiB Ta rpyn OC Windows;

- MOXIUBICTB OJIOKYBATH 3aBaHTAXKEHHS 3 [HTEpHETY
(aiiniB 3a BKa3aHUM POIILUPEHHSAM.

HastBHICTD ITpOaKTHBHOTO
3aXHCTY

- 3a0e3MeYeHHsI 3aXUCTY Bifl TpOsSHCEKOTO [13;

- 3a0e3IIeueHHsI 3aXUCTY BiJl KIaBiaTypHHuX
IITATYHIB,;

- 3a0e3IeueHHs 3aXUCTy BiJ pexiaamuoro I13;

- 3a0e3MevYeHHs 3aXUCTy BijJ QimIuury;

- HasABHICTh CHCTEMHU BHSIBICHHS BTopraens (HIPS),
sIKa 3aXHUINAE KOMII FOTEp B1J MIKIUTUBHUX MPOrpam i
nebaxaHoi akTHBHOCTI (HasiBHICTH QyHKIiOHANY MaiicTepa
JUTSL CTBOPEHHS Ta peJjaryBaHHs IPaBUIL JUTS KOHTPOJIIO
3aIlyIIEHUX IIPOIIECiB, BAKOPUCTOBYBAHUX (haiijliB Ta
PO3JIIIIB PEECTDY.

HasBHicTE KOHTpOITIO 32
BHKOPHCTaHHSIM 30BHIIITHIX
IIPUCTPOIB Ta 3MIHHHUX
HOCI1B

- aBTOMaTHYHA aHTUBIPyCHA IEepeBipka 3MIHHUX
HOCIIB;

- KEpYBaHHS JIOCTYIIOM IO 30BHIIIHIX IPUCTPOIB;

- KOHTPOJIb MIKIIOYEHHS 10 po6o4ol cTaHmil
nepudepifHIX MPUCTPOIB Ta 3MIHHUX HOCIIB IIUIIXOM
CTBOPCHHS ITPaBUJIL AOCTYyIly 3a TUIIOM IIPpUCTPOIO, 3a
piBHEM JIOCTYILY, 32 BUPOOHHKOM, MOJEILTIO 200 CepiiHIM
HOMEPOM IIPUCTPOIO TOLIO.

3aifiCHEHHS OHOBJICHD

- 4acTi 1 HeBeNHKi 3a 00'cMOM OHOBJIEHHS,
BiJIHOBJICHHS 3aBaHTAXKCHHS OHOBJICHB IiCII 06pUBY
3B'SI3KY;

- BIJIKAT OHOBJICHB 3 MOXKJIUBICTIO IOBEPHYTUCS IO
HOTIePEIHIX Bepcil 0a3 BIpyCHHUX CHTHATYD i MOIYJIiB
OHOBJICHHS, Ta MOXKIMBICTIO TUMYACOBO IIPH3YIIHHATH
OHOBJICHHS 200 BCTAHOBIIOBATH HOBI BPYYHY:;

- MOXIUBICTh MOOITEHAM CIIBPOGITHHKAM OTPUMATH
OHOBJICHHSI 3 CEPBEPIB BUPOOHUKA OH-JIAWH y pasi
nepeOyBaHHs 10328 KOPIOPATHBHOK MEPEKEIO;

- MOXKJIMBICTD CTBOPEHHS J3€pKaJia OHOBJICHb
3aco0amu aHTHBIpycHOro I13;




dynknionan 3axucry

Bumorn

HiATPAMYIOTECS

3/m po6o4oi cranmii
- HasBHICTH OHOBJICHD B IICHTPI aHTUBIPYCHOrO
3axucTy inpopmamii JepxaBHOT CIIyK0H CIIeniabHOTO
3B’sI3KYy Ta 3aXUCTY iH(popMaii.

9. Bumoru no BijganeHoro - HAsBHICTB CHENiaIbHOTO KOMIIOHEHTY JUIst

YIpaBITiHHS yIpaBIIHHS aHTUBIPYCHHM 3aXHUCTOM Ha BiIAICHUX

pobodux cTaHMis 63 HEOOXiTHOCTI BUKOPHCTAHHS
JIOJTATKOBUX CEPBEPIB aIMiHICTPYBAHHS.

10. OmneparniifHi cucTemu, sKi — Microsoft Windows 11, 10, 8.1, 8, 7 SP1

— macOS 10.12 ta Buie

— Ubuntu Desktop 20.04 LTS ta 18.04 LTS 64-6it

— Red Hat Enterprise Linux 7, 8 64-6ir i3
BCTAHOBJICHUM MITPUMYBaHUM CEPeI0BUILEM
pobo1oTro CTOY

— SUSE Linux Enterprise Desktop 15 64-
6itMicrosoft Windows 10.

[Iporpamnaa mpoxykmis Il aHTHUBIPYCHOTO 3axucTy (aiioBUX CepBepiB Mae BiJIIOBimaTé

HACTYIIHUM 00OB’SI3KOBUM (YHKITIOHAJIEHUM BHMOTAM:

Ne POyHKIiOHAJ 3aXHCTY Bumoru
3/m (daiinoBoro cepsepy
1. BcranosiieHHs nporpamMHoOl - OKpeMUH IHCTAIANIHHUMN MaKeT, SIKHi 03BoIIsIe
BCTAHOBIIIOBATH KIIIEHTA Y “PYYHOMY” pEIKHMI
HOPOIYKITIT (moMo[TyJIbHA THCTAIIAIIS).
2. ABTOMAaTHYHI BHKJTFOYECHHSI - B 3aJIEKHOCTI BiJl posiell cepBepa, BUKIIOUEHHS
A cienudigHux QaiiiiB, namok i mporpam.
3 Pobora B KJIACTEPHUX | - MOYKJIUBICTE POOOTH B KJIaCTEpax K JOMEHA TaK
cucreMmax 1 po6oyoi rpynu;
- BOY/I0BaHA i ATPUMKa KJIACTepiB.
4. KonTpoas mBugkoaii - MOJKJIUBICTH HAJIAIITOBYBATH [IBHIKOIIO,
BKa3yIOYM KIJIBKICTb IOTOKIB CKaHYBAHH.




DyHKIioHAT 3aXHCTY
¢daiisioBoro cepsepy

Bumornu

PoOota y pexxumi cepsepy
TEepMiHATIB

- MO>KJIUBICTh HATAIITOBYBATH PEKUM 3aITyCKY
IIUIAXOM BiAKITIOYEeHHS rpadidroro inrepdeiicy mis
TepMiHATHHUX KOPHCTYBAYIB.

CkanyBanns Hyper-V

- CKaHyBaHHs IUCKiB cepBepa Microsoft Hyper-V
Server, To0TO BipTyansHuX Mamus (BM), 6e3
HEOOX1THOCT] YCTAaHOBKHU OYIb-SIKMX areHTIiB Ha
BIJIIOBITHUX BIpTYaJIbHUX MalllHHAX.

3nilfiCHEHHS aHTUBIPYCHOI'O
3aXHUCTY

- TIIEpeBipKa 3a PO3KJIAIOM 1 Ha BUMOTY 3a
JOIIOMOTOX0 AHTUBIPYCHUX 0a3 JaHUX;

- 3a0€3MEeUeHHS 3aXUCTY B PEXKUMI peabHOIO
Jacy,

- MOXKJIMBICTB CKaHyBaHHs (aliiliB ITiJI 4ac 3amycKy
CHCTEMH,

- MO/JTyJIb 3aXUCTy JOKYMEHTIB;

- CKaHyBaHHS KOMITFOTEPA Y HEAaKTUBHOMY CTaHi;

- CKAaHYBaHHS apXIBiB;

- eBPUCTHYHUH aHaTi3aTOD;

- BUABJICHHS IIIUTIYHCBKOTO [13;

- 3aXHUCT BiJI IpOrpaM-BUMaradis,;

- BUSIBJICHHSI PYTKUTIB;

- IepeBipKa CKpUIITIB;

- 3aXMCT B/l €KCIUIONTIB, SIKHH 3a0e3meuye 3aXucT
BiJ 3arpo3 3/ITaTHUX BUKOPHCTOBYBATH YPa3IMBOCTI Java,
Flash Ta inmux monartkis;

- 3aXHCT BiJi OOTHETIB;

- 3axMCT BiJI MEPEKEBUX aTaK.

3a0e3neueHHs 3aXUCTY
€JIEKTPOHHOI ITOIITH

- nepesipka nomrosoro tpadiky (POP3, POP3S,
SMTP, IMAP ta IMAPS);

- IiepeBipKa IMOIITOBAX BKJIaJIEHb,

- MO>KJIMBICT aBTOMaTHYHO BUAAIATH ab0

HepeMIlyBaTu 3apaXKeHy IOIITY IO BKA3aHOTO KATaJlory
y IIOIITOBOMY KIIIEHTI.

Be6-koHTpOIB

- nepesipka HTTP, HTTPS Tpadiky;

- BUSIBJICHHS Ta OJIOKYBaHHS JOCTYMY J0
HeOe3NeYHUX CalTIB;

- bopMyBaHHS J03BOJIEHHX\3a00POHEHHX\
BHUKJIIOUEHUX 3 NEPEBIPKHU MEPEITiKiB CalTiB;

- MOJJIMBICTB 0JIOKYBATH 3aBaHTa)KeHHs 3 [HTepHETY
(aiimiB 32 BKa3aHUM PO3IIUPEHHSIM.

10.

HasiBHiCTH IPOAKTHBHOTO
3aXUCTY

- 3abe3neyueHHs 3aXUCTY BijJ TpostHChKOTO [13;
- 3a0€3MeUeHHsI 3aXUCTY BiJl KJIaBiaTypHHX
IIMTUATYHIB;

- 3a0e3MedYeHHs 3axXuCT Big pexkinamuoro I13;

- 3a0e3eyeHHs 3aXUCTy BijJ (irmAry;

- cucreMa 3anobiranHs BTopraenusm (HIPS)

11.

HasBHicTh KOHTpOIIIO 32
BUKODHCTaHHSIM 30BHIITHIX
IIPUCTPOIB

- aBTOMAaTHYHA aHTUBIpYyCHA IepeBipKa 3MIHHHX
HOCIIB;
- KEpyBaHHs JIOCTYIIOM 0 30BHILIHIX IIPUCTPOIB;




3/m

DOyHKIioHA 3aXUCTY
(daitioBoro ceppepy

Bumorn

- KOHTPOJIb MiJIKJIFOYEHHS JI0 CEPBPEPY
neprupepiiHuX TPUCTPOIB IIIIXOM CTBOPEHHS MPaBHII
JOCTYITY 32 TUIIOM MIPUCTPOIO, 33 PIBHEM JIOCTYILY, 3a
BAPOOHUKOM, MOJAEIUIIO a0 CEpIHIM HOMEPOM
IPUCTPOIO TOIIIO.

12.

3I[iﬁCH€HHH OHOBIJICHDb

- YacTi 1 HEBEJIUKI 3a 00'€eMOM OHOBJIEHHSI,
B1JIHOBJICHHS 3aBAaHTA)KEHHSI OHOBJIEHB IiCIsI 0OpUBY
3B'SI3KY;

- BIJIKAT OHOBJICHB 3 MOXKIIUBICTIO IIOBEPHYTHUCS JIO
HOTIepeIHIX Bepciit 6a3 BIpyCHUX CHTHATYP 1 MOJIYJIiB
OHOBJICHHS], Ta MOXKJIUBICTIO TUMYACOBO MIPU3YIIHATH
OHOBJIEHHS 200 BCTAHOBJIIOBATU HOBI BPYYHY;

- MO>KITUBICTH MOOITEHUAM CHiBPOOITHUKAM
OTpUMAaTH OHOBJICHHS 3 CEPBEPIB BUPOOHUKA OH-JIAHH Y
pasi nepeGyBaHHS 11032 KOPIIOPATHBHOIO MEPENKEIO;

- MOJKJIMBICTh CTBOPEHHS J3€pKajia OHOBJICHb
3aco0aMM aHTHBIPYCHOI IPOrpaMHpPOi IPOAYKILiT;

- HasIBHICTH OHOBJICHB B LIeHTpi aHTHUBIPYCHOTO
3axucty iHpopmamii JlepkaBHOIT CITy>k0H CIIemialbHOrO
3B’S3KY Ta 3aXMUCTy iH(opMmallii.

13.

3axucCT BIpTyaJIbHUX POOOUMX
CTaHIIN

- HasBHICTH CIICIIAJIbHOI TEXHOJIOTII, AKa 3HaYHO
3HWKYE HAaBAaHTAKEHHsI HA BipTyasibHi poOoui CTaHIIil, a
TaKOX Ha TiepBi3op y MiIoMy.

14.

OmnepariiiHi cucTeMy, sKi
MiATPUMYIOTHCS

—  Microsoft Windows Server 2022, 2019, 2016,
2012, 2008 R2 SP1

— Microsoft Windows Storage Server 2012, 2008
R2

— Microsoft Windows Small Business Server 2011

— RedHat Enterprise Linux (RHEL) 7, 8

— CentOS 7, 8

— Ubuntu Server 16.04 LTS, 18.04 LTS, 20.04
LTS

— Debian 9, 10, 11

— SUSE Linux Enterprise Server (SLES) 12, 15

— Oracle Linux 8

— Amazon Linux 2

CucremMa yHpaBIiHHA aHTHBIPYCHOIO IPOrPaMHOIO IIPOAYKII€IO ITOBMHHA BiANOBimaTH

HACTYITHUM 00OB’SI3KOBUM (PYHKIIIOHATEHUM BAMOTaM:

DOyHKIIOHAJ CHCTEMU
YIpaBJ/JIiHHA

Bumorn

BusBneHHs KOMI'IOTEPiB y
KOpPIIOpaTUBHiM Mepexi Ta

- MOXIIUBICTB iMIIOPTY 3 Active Directory, micis
AKOI'O CTBOPIOETHCS aHAIOTIYHE JIEPEBO TPYII 3
KOPUCTYBAaYaMH;
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Oyuxnionas cucremMu
yHnpaBJiHHS

Bumoru

3MIHCHEHHS YIIpaBIIiHHS
KOMITFOTEpaMu

- MOXJTHBICT BUKOHYBATH MEPIOAUYHY
CHHXpOHI3alio 3 Active Directory;

- "pydHuil" IMIOPT OOJIIKOBUX 3aITUCIB B CUCTEMY;
- aBTOMATHYHE Ta Py4YHE TPYITyBaHHSI
KOMIT'TOTEPIB;

- MOJTABICTE CTBOPEHHsI 6araTopiBHEBOT
CTPYKTYpH TPy,

- MOXKJIMBICTb BUKOHYBATH JOJATKOBI MEPEKEBi
i, Taki SK: MepeBipKa 3B'sI3KY, IPOOYIKEHHS
BITaJIEHOTO KOMII'IOTEpa, HePErJisijl CiJIbHUX PeCypCiB,
3aBepIICHHs poOOTH Ta Iepe3aBaHTAKEHHsI TOIIIO.

BcTaHOBNICHHS KITIEHTCHKOT
IPOrpaMHOT TPOAYKIIIT

- BifJjaneHa iHCTaIAIs/ BUIaICHHS aHTHBIPYCHOT
IIPOTPAMHOI IIPOYKILiT;

- MOXJIMBICTh KOHQIryparii iHCTaIAIIRHOTO
MaKeTy;

- MOXKJIMBICTH BCTAHOBJICHHS 1HCTASAIIHHIX
IIAKETIB 3a IOMOMOTOO CHCTEMH YIIPaBIiHHS,

- MOJKJIMBICTD "pYyYHOro" BCTAHOBIICHHS KIIICHTA;
- aBTOMaTUYHE BCTAHOBJICHHS KJIi€HTA HA HOBI
KOMII'IOTEPH;

- BlJUlaJICHa aKTHBALlis/IeaK THBAIlisE MOYJIiB
3aXHUCTy HAa OKPEMO B3SATOMY KITI€HTI;

- MO>KJTUBICTE 3JIIHCHIOBATH BiJIajIeHe
BCTaHOBJIEHH: Ta BUAAJIEHHS CTOPOHHBOTO [13;

- MOJKJIMBICTh IPOBEICHHS iHBEHTApHU3ALIil
aliapaTHOro Ta IPOrpaMHOT0 3a0e3MeYeHHS.

VYnpapmiaHas KOHQIrypaLieo
KJIIEHTIB

- MOYJIUBICTD 3/IICHEHHS IICHTPATi30BaHOr0
yIpaBIiHHS KOH(DIrypariero KIi€HTiB;

- HasIBHICTH IHCTPYMEHTY JJIsl CTBOPEHHS Ta
pelaryBaHHS iHCTANSIIHHUX MAKETIB 3 MOMEPEIHBO
BCTaHOBJICHUMH HaCTpoiKamu KOHDIryparii;

- MOXJIUBICTE HACHITyBaHHS MOIITHK/KOHbIryparii
KJIIE€HTIB

YnpaBiiHHS
iHpacTpyKTyporO cepBepiB

- HasBHICTb MO>KJIMBOCT1 BCTAHOBJICHHS
JOJATKOBUX CEPBEPIB;

- HasIBHICTH MOYUIMBOCTI 3/11HCHEHHS
LEHTPAII30BAHOT0 YIIPaBIiHHS iHYPACTPYKTYPOIO
CEepBEPIB;

- MO>KJIMBICTE OyJlyBaHHS 1€papXidyHOl CTPYKTYpH
aJMIiHICTPYBaHHS 3 JEKITIKOX CEPBEPIB, PO3TAIIOBAHHIX
B Pi3HHX Mepeax Ta BiJutaJieHux reorpadivmo.

IndopmyBanHs Ipo cTaH
CHCTEMU aHTUBIPYCHOTO
3aXUCTY

- HasBHICTH MOJJIMBOCTI MOHITOPHHTY
AHTHUBIPYCHOTO 3aXUCTY KOPHOPATUBHOI MEPEXi Ta
HaJaHHs akTyaJlbHOI iH(popMaIlii mpo crad Oe3mexy;

- HasBHICTH HAOOPY 3BITIB 110JI0 CTAHY CHCTEMHU;

- HasABHICTh MOXJIMBOCTI KOPUTYBaHHSI BUTJISLY Ta
HaJaIUTyBaHHs IapaMeTpiB 3BiTiB;
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@yHknionaa cucreMu
YIPABJIHHSA

Bumoru

- HasABHICTh MOXKIHUBOCTI (inprparii inpopmarii y
3BiTax 110 OJHOMY KOMII'FOTEPY, TPyIax KOMII'IOTeDiB
TOIIIO;

- HasBHICTh MOXJIMBOCTI €KCIIOPTY 3BiTIB B 1HIII
dopmaru;

- HasIBHICTH MOJJIMBOCTI CITOBIIEHHS
aIMiHICTpaTopa po HeOGe3meuHi moIii;

- creniagbHUH KOMIIOHEHT, 10 CIIPOILYE
BUSBJICHHS HE3aXUIICHUX POOOYHMX CTAHIIIM.

YnpaBniHHS 00JTIKOBUMH
3aICcaMH aMIHICTPATOPIB

- HAsBHICTb JUCIETYCpa KOPUCTYBAUIB, KM
TO3BOJIsIE CTBOPIOBATH Pi3HUX KOPHUCTYBAUiB cepBepa
aIMiHICTPYBaHHA Ta IPU3HAYATH 1M Pi3Hi IpaBa JOCTYILY
JI0 OKPEMUX PO3ILIIB, IPYI KOMITTOTEPIB Ha cepBepi
aJMIHICTpyBaHHS;

- MOKJIMBICTh aBTCHTU(IKyBATH aIMiHICTpaTOpiB
3a I0noMororo rpym 6esnexu Active Directory;

- HAsABHICTB XypHAILY ayIuTy, y IKOMY
BIZICTEXKYIOTBCS i pEECTPYIOTLCS BCi 3MIiHU B
KoH(iryparii Ta Bci Jii, SKi BUKOHYIOTH KOPHCTyBayi
cepBepa aJMiHICTPYBaHHSL.

3aXHCT 3’€THAHB 3 CEPBEPOM
yIIpaBIIiHHS

- BUKOPHCTaHHS cepTu(ikatiB Jist 3°€IHAHHS 3
CEpBEPOM YIIPABIIHHS, B TOMY YHCII 1 CAMOCTIHHO
BUITYIICHUX cepTU(DIKATIB;

- MOXIIMBICTh BUKOPUCTOBYBATH JBOGAKTOPHY
aBTEHTU}IKAIIiF0 JUTIs 0OJIIKOBHUX 3aIKCIB
aJMiHiCTpaTOpiB.

[Tocrauanus ceppepa
aaMiHICTpyBaHHS

- KOMIUIEKCHUH IHCTAISAIIAHIM [TaKeT, 0 MiCTUTh
BCl HCOOX1THI KOMIIOHEHTH;

- OKpeMi iHCTaAIIMHI TaKkeTH I
IIOKOMIIOHEHTHOTO BCTAHOBIICHHS;

- MOJKJIMBICTb BCTAHOBIICHHS CEPBEPY
apMiHicTpyBanHs Ha OC Windows Ta Linux.

- o6pa3 BipTyaJbHOI MAIIUHK 3 CEPBEPOM, FOTOBHM
JI0 BUKOPHMCTAHHS, JUI TAKUX BIPTYaJIbHUX CEPEMOBHIIL,
sk Microsoft Hyper-V, Oracle VirtualBox, VMware
(ESXi/vSphere/Player/Workstation).

JlonaTkoBi BHMOTH

- MOXKJIMBICT BUKOPHCTAHHS aHTHBIPYCHUX
IPOIYKTIB 33 YMOBH, IO YIIPABJIiHHA HUMH Oyie
3MiHCHIOBATHCS iCHYIOUMMHU HassBHUMU CEPBEPAMH
aIMIHICTpyBaHHS, SKi HAJIANITOBAHO HA
IIEHTPai30BaHUHM MOHITOPHHT Ta yIIPaBJIiHHA BeiMa
PO3TanyKEeHUMH CHCTEMAaMH aHTHBIPYCHOTO 3aXMCTYy.

10.

OmnepariiiHi cucTeMu, sIKi
HiATPUMYIOTBCSI CEPBEPOM
BIIUTAJICHOTO YIIPaBIIiHHS

Microsoft Windows Server 2022, 2019, 2016, 2012,
2008 R2 SP1;

- Ubuntu 12+; RHEL 5+; CentOS 5+; SLED 11+; SLES
11+; OpenSUSE 13; Debian 7+; Fedora 19+.




YTouHeHa 04iKyBaHa BapTIiCTh IIPEJMETY 3aKyIIiBJIi BU3HAUCHA Y MEXKaX BUIATKIB, nepeadavYeHUX
Komrropucom ra 2024 pik Jus anapary Jlep>kaBHOI CITy»K6H CTATHCTHKH 38 GIOKETHOIO [IPOTPaMOIO
KIIKBK 0414010 "KepiBruurso ta ynpasmiaus y chepi craructuku" mo KEKB 2240 "Omiara
IoCNyT (KpiM KOMYHIBHEX)" BiAMOBiHO 10 [IpUMIPHOT METOIMKH BH3HAYEHHS OUYiKYBaHOI BapTOCTI
IpeaMeTa 3aKyMiBll, 3aTBep/pKeHol Haka3oM MiHICTEpCTBA PO3BHTKY E€KOHOMIKH, TOPTiBI Ta
CLIBCBKOTO TocTofapeTBa Ykpainu Bix 18 motoro 2020 poxy Ne 275 3a TaKuM MiIXOHOM:

3 METOI0 BU3HAYECHHsS OYiKyBaHO! BapTOCTi 3aKymiBIi OO IOHOBJIEHHS Jii IIPOrpaMHOI
nponykuii ESET Protect Entry Jlepxcrar muctom Bim 07.06.2024 No 12.3-04/88-24 HalpaBUB
BI/IIOBI/IHMH 3anUT MiHOBOT mponosumii no npencrasuuntsa Komnanii ESET B Vkpaini (Kommamii
ADEON 8K, s.r.0. — exckimosuBHoro auctput'toropa Kommnanii ESET Ha TepuTOpii YKpainu) ta
OTPUMAB PEKOMEHI0BAHY JUIst JlepaKkcTary Widy JUis IOHOBIEHHS 3aXHCTY, sIka CTaHOBHTH 426,00 rpH
6e3 I1/IB (511,20 rpu 3 TI7IB) 3a 1 06'exT.

Tax, OyJo BU3HAYEHO BAPTICTh 3aXHCTY OJHOr0 00'€KTa, BUXOTIH 3 IiHH JOTOBOPY Ta KITBKOCTI
00'eKTiB 3axMCTy, Ta BH3HAYEHO OYiKyBaHy BapTICTh 3aKyIiBJi, IO PO3PAXOBYETHCS 33 TAKOKO
dopmyoro:

2 636 800,00 rpuBens ~2 636 769,60 =5 158%511,20

3aCTyIIHUK JTUPEKTOpa

JienapTaMeHTy iHpopMaminHux 9
TexHoori# Jlepxcrary “7.%7”4’3 Ounekcanapa JJOPOXOBA



